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Final Whistle Card Collection uses third-party services for authentication and database storage, website hosting and
serverless functions, subscription billing, and AI-assisted card identification. Public provider documentation has been
reviewed. The applicable account contracts, settings, subprocessors and actual data flows still require account-specific
confirmation before the transfer review can be signed off.

Firebase / Google

Firebase publishes Data Processing and Security Terms describing processing by applicable Google entities and
contractual transfer arrangements. Actual service configuration, locations and backup/deletion behaviour depend on the
project and enabled services. The project owner must confirm the applicable terms, subprocessors and settings. Official
terms.

Netlify

Netlify publishes trust and subprocessor information. The applicable contract/plan, function regions, operational logs,
relevant subprocessors and transfer arrangements must be confirmed for this account. Netlify Trust Center.

Stripe

Stripe publishes a UK Data Processing Agreement and related guidance. Stripe may act as processor for some activities
and an independent controller for others. Confirm the agreement and contracting entity applicable to the account,
relevant subprocessors and transfer arrangements. Stripe UK DPA; DPA FAQs.

OpenAI API

OpenAI publishes a Data Processing Addendum for API customer data. Application request settings, API logging, default
abuse-monitoring retention and any account-specific retention controls are distinct matters. Confirm the deployed request
payload and account settings; do not infer zero retention from a request parameter alone. OpenAI Data Processing
Addendum.

Google Fonts (if remotely loaded)

If the site requests fonts from Google-hosted servers, browser request metadata may be shared with that provider.
Confirm whether fonts are remotely loaded or self-hosted and document the actual data flow.

What remains to be confirmed

• Which legal entity and agreement applies to each account and service.

• Which subprocessors and countries are relevant to actual data flows.

• Whether each flow is a restricted transfer under UK data protection law, and which adequacy regulations or
safeguards apply.

• Whether a transfer risk assessment is required for any relevant transfer.

• Provider-side retention, operational logs, backup deletion and handling of account-deletion requests.

This public summary is not a declaration that all transfers are compliant or that a specific contractual mechanism applies.
Account-specific checks remain open in the internal compliance register.

https://firebase.google.com/terms/data-processing-terms
https://firebase.google.com/terms/data-processing-terms
https://www.netlify.com/trust-center/
https://stripe.com/gb/legal/dpa
https://stripe.com/legal/dpa/faqs
https://openai.com/en-GB/policies/data-processing-addendum/
https://openai.com/en-GB/policies/data-processing-addendum/

